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Dear Merchant,

Thank you for choosing United States Bankcard Service as your
merchant service provider. Our goal is to ensure that you have the
information, card payment options, and flexibility you need to help
your business grow.

Please take advantage of our outstanding customer service by calling
the Client Services phone number listed below or visiting our website
at www.usbankcardservice.com and selecting Client Services for
access to the following forms and other important information:

« Address / Phone / Fax Change Request

« Merchant Bank Change Request

e Merchant Club Enrolilment Form (Free Paper Shipments)

e Merchant Online Enroliment Form (View Online State-
ments)

o« PCI Compliance Checklist

o Card Acceptance Guide

« Terms & Conditions

Important Phone Numbers

Client Services Department (Customer Service). . . .(800) 806-1226

Verbal Phone Authorization Center . ............ (800) 944-1111
(Your Bank ID and Merchant ID will be needed)

SupplyOrderDesk .. ........................ (800) 806-1226
After Hours Help Desk (Terminals & POS).. . ... ... (800) 622-2315
After Hours Help Desk (Wireless Terminals). . . ... (800) 277-4828
American Express . . ............. ... ... ..... (800) 528-5200
Check Guarantee Services . . . ................ (888) 481-0757
Risk Department .. ......................... (800) 846-0626
MasterCard Verification (fraud verification). . . . . ... (800) 622-7747
Visa Verification (fraud verification). . . . .......... (800) 847-2750
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New Terminals

Terminals are pre-programmed at our Corporate Office and
tested for quality assurance prior to shipping.

Terminals are shipped via UPS and will arrive at the address you
provided.

To begin your setup, training, and test transaction please contact
the Installation Department at 1-800-806-1226 x200.

You will need an analog telephone line, power outlet and surge
protector for the terminal to function.

Training will take 10-15 minutes and you will need to be in front
of the terminal for this to occur.

Reprogram of Existing Equipment

Our Client Services Department is available for terminal
downloads Mon-Fri between the hours of 8:00 am - 5:00 pm
PST.

You may reach our Client Services Department at 1-800-806-
1226 x200

Terminal downloads take 10-30 minutes to complete (depending
on the terminal type) and will require a dedicated phone line.
Please apply the new Help Desk Sticker to your terminal to en-
sure you and your staff have the correct contact information.

SoftwarelPOS Systems

We will coordinate programming directly with your software or
POS provider to ensure there is no interruption of service.

Each software provider has different requirements for program-
ming and you will be notified of those specific requirements prior
to any changes.

Funds Transfer Information

Visa/MC/Discover funds will be deposited into your account by
US Bankcard/Global Payments.

Daily transactions must be settled within 24 hours to receive
funds in a timely manner

American Express funds will be deposited separately.
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Statements

e Please remember that on your bank statements it will appear as
US Bankcard/Global Payments.

¢ A hard copy statement will be mailed to your business mailing ad-
dress at the beginning of each month.

e This statement includes a breakdown of all your transactions and
deposits for the previous month.

e Enclosed you will find a sample of how to read your statement.

o If you wish to have your statement sent to a different address
please notify your account representative or call our customer ser-
vice number at (800) 806-1226.

e To view your statements online, please find the Merchant Online
Enroliment form at www.usbankcardservice.com or contact Client
Services at 1-800-806-1226 x200.

When Do I get billed?

e US Bankcard/Global Payments normally debit month end fees
from your bank account during the first week of every month.

e One way to ensure that sufficient funds exist in your bank account
to cover chargeback's, reversals, and discount fees is by keeping
an amount equal to your average monthly discount range on de-
posit in your account.

e When planning for the possibility of chargeback's, a good rule of
thumb is to keep at least twice your average ticket amount in your
account.

PCI Compliance
e All merchants are required to be PCI Compliant. For details on
what you need to do to become compliant, please visit our web-
site www.usbankcardservice.com and select Client Services.

Card Acceptance Guide
¢ We want you to be comfortable with your card acceptance pro-
gram and take advantage of all it’s features to help your business
grow and prosper.
o To review the entire guide “Card Acceptance and Best Practices”,
please visit www.usbankcardservice.com and select Client Ser-
vices.
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YOUR ACCOUNT HAS BEEN DEBITED

CREDIT CARD MERCHANT STATEMENT

_—

DATE: 10/31/2006 PAGE, 1 OF 1
CODES: N FORM: 9 20136582
MERCHANT : 0012567890 1234
DBA: JANE DOE

36528

3082563814 /_
JANE DOE

ARY SMITH

4312 EX CEL ST.

NORTH POLE, US 01234

INFORMATION ONLY

: @ $61.78

_—

/®' Y m—— '(;)“ o L Tm EPOSIT, e “©
DAY REF NO. ITEMS  §-SALES-§ $CREDITS §-DISC-$ $ NET DEPOSIT
1 88725382380 5 57.64 ] 0 57.64
2 8725385858 ] 86.65 ] 0 86.65
3 88725380336 6 7293 ] 0 7293
4 88725302814 0 18012 ] 0 18012
< 5 8725306292 7 63.37 ] 0 63.37
0 8725300770 8 96.20 .26 0 -3.00
0 8725405248 12 19386 ] 0 19386
u 8725406726 5 35.32 ] 0 35.32
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DEPOSIT TOTALS : ] 89256, 926 0 @7!1357
#mmse == === mem=s DEPOSIT ITEM SUMMARY == == == === == *
SALES 69 80236 (4 JpR any: 0 000
CREDITS: 0 99.26 {5 )CR ADJ: 0 000
TOTAL: 12 360 (7 TOTAL: ] 000
SETTLEMENT / DISCOUNT == *
@ ® ® DI¥C. ITEM FEE
DESCRIPTION:  ITEMS ~ $AMOUNT$ AVERAGE RATE RATE AMOUNT
VISA 12 248.63 20.72 398 0.25 1282
VIBS 1 5246 1312 395 0.25 307
VDBT 10 103.82 10.38 395 0.25 660
MC u 16785 15.26 395 0.25 938
MDBS 7 3239 463 395 0.25 303
MDET 3 188.42 2355 395 0.25 944
TOTAL 44.35
MINIMUM EILLING ADJUSTMENT-CREDIT CARD 000
#memwmsme e s GURCHARGES == === === == %
ITEMS $---AMOUNT--—§ FEE AMOUNT
NQS-VS CORP CARD 1 $47.00 $0.70
NQS-VS CORP STANDARD 1 189.25 $1.33
TOTAL @ $2.03
%smmmsssm s QTHER FEE§ === == === *
CARD CHAR GE DESCRIPTION NUMBER RATE FEES
FOR OUTLET 00000
EX P/ 1 0.20 020
DISCOVER P/T 1 0.20 020
VISA Global WAT 2 0.05 135
MC Glohal WAT 23 005 140
12 0.20 240
] 500 500
0 485 435

Mon Wk

Totl depusited Il your account
Qualified card fee total charges

Non Qualified card fees

All other cards, hatch & statement fee
Theotalof B, C and D ¢ hat you are charged)
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Best Practices in Accepting Bankcards for Payment

When you follow best practices in accepting credit and debit cards,
it will help to assist you in treating all customers fairly, and in honor-
ing cards without discrimination. It will also help you to be vigilant
about security.

To follow best practices:

Use a terminal or third party terminal provider service that truncates

the card expiration date and all but the last 4 digits of the card num-
ber on the cardholder copy of the receipt. (Note: Merchant copy of
receipt bearing signature may display full account number and expi-
ration date)

Store all materials containing cardholder account information in a
restricted/secure area

Limit access to sales drafts, reports, or other sources of cardholder
data to your employees on a need to know basis

Render materials containing cardholder account information unread-
able prior to discarding

Retain legal control over cardholder transaction data and personal
cardholder information if you use a third-party

Limit access to Global Payments’ systems requiring unique operator
log-in and notify Global immediately of staff terminations or changes
Immediately notify Global Risk Management of any suspected or
confirmed loss or theft of materials or records that contain account
information retained by merchant or its third party

Immediately notify Global Payments of the use of an agent or third
party provider not identified on the Merchant Application
Communicate these requirements to your third party provider and/or
third party terminal provider and

direct them to card association information, publications, and or
Web sites regarding safeguarding cardholder transaction data
Require your third party provider to adhere to PCI DSS, AlS, and
MasterCard data security requirements (available on PCl website)

If merchant internal systems receive, pass, or store cardholder and
transaction data, ensure that:

a working network firewall is in place,

security patches are current,

stored data is encrypted,
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anti-virus software is used,

vendor supplied default passwords are NOT used

you are in compliance with PCI Co. requirements

you validate data security compliance, if requested by Global or
member,

Retain sales drafts for 18 months

Process cash advance transactions unless you are a financial
institution approved to do so through your merchant account
Assign a minimum or maximum purchase amount

Add a surcharge or fee

Restrict bankcard use (for a sale or discounted item)

Use a bankcard to guarantee a check

List a cardholder’s personal information on a bankcard sales
slip (unless the authorization operator requests it)

Record CVV2/CVC2/CID on sales draft (only the one-digit re-
sult code can be recorded or retained)

Retain sensitive cardholder data if expressly prohibited, includ-
ing complete contents of a card’s magnetic stripe (subsequent
to the authorization)

Sell, transfer, or disclose cardholder account information or
personal information (This information should be released only
to Global or Member, or as specifically required by law. If you
want to participate in a loyalty program, the loyalty vendor must
be compliant with PCI requirements, PCI DSS certified by Visa
and implemented in accordance with processes and proce-
dures.)

Deny a purchase because a cardholder refuses to provide ad-
ditional identification such as telephone number, address, so-
cial security number, or driver’s license

Use any other telephone number other than the official number
provided for authorization of a transaction

Never Honor a Card When...

The customer does not have the actual bankcard

The card appears to have been altered or tampered with
Authorization is declined, or you're told to pickup the card
The signatures do not match
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Terminal Malfunction or Power Outage

Terminal manufacturers suggest that all terminals be plugged into
a surge protector. Failure to do so may void your terminal war-
ranty.

To be able to accept credit cards during a malfunction or power
outage it is recommended that you have a manual imprint
machine. These are available for purchase through United States
Bankcard Service.

For the time that your terminal is out of service, we have provided
you with a 24 hour Voice Authorization phone number (See page
3) that allows you to authorize credit cards over the phone (you
will need your Bank ID and Merchant number).

Please note: These transactions will need to be forced and settled
on your machine once it is operational. Please contact our Client
Services Department for assistance.

Account Information Changes

If you require any updates on your account, please find the correct
form at www.usbankcardservice.com and select Client Services or
contact Client Services at 1-800-806-1226 x200

0 Please remember that if you move locations or change phone
numbers you must contact us immediately so that we may
update our records accordingly.

If you change your business status (i.e. from a sole proprietor to
a Corporation or LLC) you must submit all proper legal
documentation. Please contact our Client Services department for
more information on the documentation we may need.

If you change your business checking account it is your responsi-
bility to notify us immediately of the change. There are two options
available to make a checking account change:

0 Send a written request on company letterhead as well as a
copy of the voided check or bank letter.

0 Fill out and send the Direct Deposit Account (DDA) Change
Request form located at www.usbankcardservice.com with a
copy of the voided check or bank letter.

0 Please do not close your bank account until you begin to re-
ceive deposits from Global Pay in your new account.

Please allow 48 to 72 hours for changes.
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Supplies
There are 3 different options to receive supplies:

e You can enroll in our monthly automated paper shipment program
by finding the Merchant Club Enroliment form at
www.usbankcardservice.com and select Client Services or con-
tact Client Services at 1-800-806-1226 x200.

o Call our Client Services Department at 1-800-806-1226 x200 and
order as needed.

e Purchase the supplies at an outside office supply store (most
terminals use 2 1/4” thermal paper).

Additional Services

Check Guarantee Services
 Enables Merchants to accept and process checks similar to a
credit card transaction.
e Check guarantee eliminates bad checks and enables faster avail-
ability of funds.

Gift Cards
e United States Bankcard Service offers gift card solutions for any
size business.
e Custom and pre-designed packages are available. Please inquire
with our Client Services Department.

About Us

Trusted by Companies from Coast to Coast!

e With one of the largest anti-fraud and prevention departments in
the financial transaction industry, United States Bankcard Service
and its partners protect more than one million merchants world-
wide.
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